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1) TiiZk RADIUS ik %5 2% Confederation top-level RADIUS Server (TLR)

2) BB RADIUS fili 55 %% Federation-Level RADIUS servers (FLRs)
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PEAP ("Protected EAP")
TTLS ("Tunneled TLS")

TLS ("Transport Layer Security")

FAST ("Flexible Authentication via Secure Tunneling")

2. RADIUS fR45 2822550 SP BL B

1) F#E&AF: http://freeradius.org/download.html
2) EEHM, AU

./configure

make

make check
make install

3) BLE clients. conf XA GEH 7E/usr/local /etc/raddb H%), ¥l FLR
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client cstnet-flr-1 {
ipaddr =159.226.11.46
netmask =32
secret = YOUR_SECRET
shortname = cstnet-flr-1

}

#iF: AL secret FBC T BN FLR RSS2 Bc B SCAF R I AH - - BRULEE,,
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#IP HhhkFH 159.226.11.46 B 4N 162.105.129.2 B 162.105.129.2

4) ML E clients. conf U/, UNINTCZedshilss:



client AC1 {

ipaddr = ADDRESS_OF_AP_OR_SWITCH
netmask =32

secret = YOUR_SECRET

shortname =AC1

}
#IE: AL secret B TR EEAITC A 4% il B i B v A AHSC T EL UL AL,
#ipaddr N ITCZIEHIAR I 1P Mk
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realm realm.cn {

}
realm NULL {

}
realm LOCAL {

}
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home_server cstnet-flr-1 {
type = auth+acct
ipaddr =159.226.11.46
port =1812
proto = udp
secret = QYa9gaOpFIdNaoF9RKWy1KYZ2i5LD2E
status_check = status-server
1
home_server_pool EDUROAM {
type = fail-over
home_server = cstnet-flr-1
1
realm DEFAULT {
pool = EDUROAM
nostrip
}
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6) BLE CA. IXHEAFH T CNNIC My ERAEUE P AE A EAP FIRSS ZRE T3, FEHEZ
fE eap. conf R t1s AWML T HIBCE :

certdir = S{confdir}/certs/er.cstnet.cn

cadir = $S{confdir}/certs/er.cstnet.cn
private_key_password = PASSWORD
private_key_file = S{certdir}/er.cstnet.cn.key
certificate_file = ${certdir}/er.cstnet.cn.pem
CA file = ${cadir}/quick.pem

CA file = ${cadir}/cnnicroot.pem
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server = "ldap.passport.escience.cn"

identity = "DC=eduroam,DC=passport,DC=cstnet"
password = PASSWORD_FOR_LDAP

basedn = "DC=eduroam,DC=passport,DC=cstnet"

filter = "(uid=%{%{Stripped-User-Name}:-%{User-Name}})"
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% 7 H WPA2 #1030, LDAP #3535 F ntPassword FBH A% FH /7 7148 F NTHash J&5 7
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checkltem NT-Password ntPassword




